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SAZETAK

Iako IPv6 donosi brojne prednosti u odnosu

na [Pv4, ukljucujuéi prosireni adresni prostor

i poboljSane mehanizme automatizirane
konfiguracije, istovremeno uvodi i nove
sigurnosne izazove. Rad analizira sigurnosne
rizike dva karakteristi¢éna napada na IPv6 mreze

- napad preplavljivanjem Router Advertisement
porukama i napad preplavljivanjem Neighbor
Solicitation porukama. Napad preplavljivanjem
RA porukama temelji se na slanju velikog

broja laznih RA poruka, $to moze rezultirati
pogresnom konfiguracijom mreznih sucelja

zrtve. Napad preplavljivanjem NS porukama
koristi preoptere¢enje mreze putem velikog broja
Neighbor Solicitation zahtjeva, koji opterecuju
memoriju i procesor zrtvinog sustava. Cilj rada
bio je demonstrirati takve napade u kontroliranom
laboratorijskom okruzenju, utvrditi njihov utjecaj
na zrtvu te ukazati na slabosti IPv6 sigurnosnih
mehanizama i vaznost implementacije ucinkovitih
zastitnih mjera. Testno okruzenje bazirano je na
virtualnim strojevima, uz upotrebu alata Scapy za
generiranje paketa te alata Wireshark za analizu
mreznog prometa. Dobiveni rezultati pokazuju da
su navedeni napadi lako izvedivi te da mogu imati
ozbiljan utjecaj na [Pv6 mrezu, Sto naglasSava
potrebu za odgovaraju¢im sigurnosnim mjerama i
mitigacijskim tehnikama.

Kljucne rijeci: IPv6, NDP ranjivosti, sigurnosni
napadi, SLAAC ranjivosti

ABSTRACT

Although IPv6 offers numerous advantages over
IPv4, including an expanded address space and
improved automated configuration mechanisms,
it also introduces new security challenges. This
paper analyses security risks associated with

two common attacks on IPv6 networks - Router
Advertisement and Neighbor Solicitation flooding
attacks. The RA flooding attack is based on
sending a large number of forged RA messages,
potentially resulting in incorrect configuration of
the victim’s network interfaces. The NS flooding
attack overloads the network by generating a
high volume of Neighbor Solicitation requests,
placing excessive load on the memory and
processor of the victim’s system. The objective
of this study was to demonstrate such attacks

in a controlled laboratory environment, assess
their impact on the victim, and highlight the
weaknesses in the [Pv6 security along with the
importance of implementing effective protective
measures. Testing environment was based on
virtual machines and utilized tools such as Scapy
for packet generation, as well as Wireshark for
network traffic analysis. The results indicate that
these attacks are easily executable and can have a
significant impact on [Pv6 networks, underscoring
the need for appropriate security measures and
mitigation techniques.

Keywords: IPv6, NDP vulnerabilities, Security
attacks, SLAAC vulnerabilities
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1. UVOD
1. INTRODUCTION

Limitations of existing network protocols are
becoming more apparent as Internet use and
infrastructure grows by day. The IPv4 protocol,
which served as the backbone of internet
communication for many years, faces well-
documented limitations, such as a shortage of
available IP addresses and increasing difficulty
in its security management. IPv6 protocol was
developed to address these challenges. It offers a
larger address space, simpler configurations, and
potentially greater security, as it was designed to
include security features that were not standard in
IPv4. One key advantage of [Pv6 is the optional
integration of IPsec, which ensures encrypted
and authenticated communication, although

its adoption in practice remains limited [1].
Despite these improvements, IPv6 is still not
immune to security threats. New mechanisms
such as Neighbor Discovery Protocol (NDP)
introduce new attack vectors not present in [Pv4
environments. [2]

The Neighbor Discovery Protocol replaces
several functions that was in [Pv4 handled by
ARP, ICMP Redirect, and router discovery.

It is responsible for several [Pv6 functions,
including router discovery, address resolution,
and neighbour reachability detection. Router
Solicitation (RS) messages are sent by hosts to
request configuration information, while Router
Advertisement (RA) messages are used by routers
to announce their presence and provide network
parameters. Neighbor Solicitation (NS) and
Neighbor Advertisement (NA) messages support
address resolution and reachability verification.

NDP also enables automatic configuration through
the Stateless Address Autoconfiguration (SLAAC)
mechanism without the need for centralized
services like DHCP. [3]

However, although IPv6 offers many benefits, its
design and operation can introduce significant
vulnerabilities. Unlike IPv4, which uses
broadcast-based mechanisms, [Pv6 Neighbor
Discovery uses multicast communication. While
this approach reduces unnecessary network traffic,
it also introduces new attack surfaces at the

local network level. Attacks exploiting fake RA
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messages and vulnerabilities in SLAAC represent
serious security challenges [4]. The following
chapter discusses fundamental vulnerabilities of
IPv6, focusing on SLAAC and NDP. In Chapter
3 we describe the research methodology and
experimental setup used to simulate RA and NS
flooding attacks. In Chapter 4 we discuss results
and provide recommendations for minimizing the
risks associated with IPv6 deployment.

2. RANJIVOSTI U OSNOVNIM IPV6
MEHANIZMIMA

2. SECURITY VULNERABILITIES
IN FUNDAMENTAL IPV6
MECHANISMS

While IPv6 functionalities can significantly ease
network administration and improve scalability,
they simultaneously open up the network to
various types of attacks, particularly within local
networks where a certain degree of trust between
devices is often assumed. Many vulnerabilities
do not result from design flaws, but rather from a
lack of additional security layers to protect open
mechanisms like NDP and SLAAC. Common
attacks include RA spoofing, NA spoofing, and
different forms of Denial-of-Service (DoS)
through RA, NS, and NA flooding. [4]

2.1. SLAAC RANJIVOSTI
2.1. SLAAC VULNERABILITIES

SLAAC allows IPv6-enabled devices to
autonomously generate addresses using RA
messages and locally available data, such as
their MAC addresses [5]. While this provides
significant administrative ease, particularly

in large-scale networks, it also introduces
privacy and security issues related to automatic
configuration. These vulnerabilities arise from
the trust devices place in incoming RA messages,
which attackers can exploit by sending forged
RA messages. This can result in incorrect
configuration and potential on-path attacks
(formerly known as MitM - Man-in-the Middle).

[4]

In addition to the configuration threat, SLAAC
poses a privacy risk. Since the MAC address is
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often used to generate the host portion of the IPv6
address, devices become easily trackable over
extended periods and across different networks.
Privacy Extensions address this by modifying
the SLAAC address generation process to use
temporary, randomized interface identifiers
instead of stable, MAC-based ones. These
temporary addresses periodically change, which
reduces long-term device tracking and improves
privacy. However, this mechanism is not always
implemented or properly configured, exposing
devices to tracking. [6]

While SLAAC is one method for [Pv6 address
configuration, DHCPv6 [7] also exists and
provides a more centralized alternative, similar

in concept to DHCP in IPv4. This centralized

and controlled address management reduces

risks from rogue routers or misconfigurations.
Nevertheless, DHCPv6 is known to be susceptible
to attacks such as DHCP spoofing.

2.2. ROUTER ADVERTISEMENT (RA)
NAPADI

2.2. ROUTER ADVERTISEMENT (RA)
ATTACKS

Router Advertisement messages are an

integral part of SLAAC, as routers use them to
communicate network information to devices.
Attackers can exploit this mechanism by sending
fake RA messages to manipulate network
configurations. There are primarily two types of
RA-based attacks: RA flooding and RA spoofing.

RA flooding is a specific DoS attack in [Pv6
networks, where attackers flood the network
with fake RA messages. These confuse
devices, forcing them to constantly update their
configurations, which can congest the network
and disrupt internet access. The constant state
of reconfiguration causes severe instability and
impairs communication between devices. As a
result, services may become unavailable, and
network performance drops.

In contrast, RA spoofing is more targeted. It

involves sending a smaller number of fake RA
packets posing as legitimate routers to redirect
traffic and manipulate network configurations.
In a typical RA spoofing scenario, the attacker

advertises itself as a default router by sending
RA messages with routing parameters designed
to influence router selection to its advantage.
After the victim selects the attacker as its primary
gateway, its IPv6 traffic is forwarded through the
attacker’s system. This traffic redirection enables
MitM attacks and unauthorized data interception,
allowing the attacker to inspect od modify traffic
without victim’s awareness.

Defence mechanisms include implementing

RA Guard on network switches, which filters
unauthorized RA messages [8], [9]. However, RA
Guard can be bypassed by advanced techniques.
Additional protections include filtering ICMPv6
messages, segmenting networks to limit the
injection of new RA messages, SEND - Secure
Neighbor Discovery, ACLs on switches, etc.

2.3. NEIGHBOR DISCOVERY (ND)
NAPADI

2.3. NEIGHBOR DISCOVERY (ND)
ATTACKS

IPv6 relies on the Neighbor Discovery Protocol to
identify adjacent devices and maintain up-to-date
neighbor tables, but the lack of authentication in
NDP messages makes it vulnerable. Two common
attack types are NS/NA flooding and NA spoofing
attacks.

In flooding attacks, attackers send a massive
number of NS and NA messages, overloading
neighbor tables (Neighbor Table Overflow). Once
full, legitimate NS and NA messages are ignored,
disrupting device communication.

In Neighbor Spoofing, the attacker claims
ownership of an IPv6 address by sending fake NA
messages, misleading devices to route traffic to
the attacker - causing traffic redirection or loss.

NDP attacks can destabilize networks similarly
to how ARP spoofing affects IPv4 networks.
Mitigation includes Secure Neighbor Discovery
(SEND), which uses cryptographic protections
to prevent fake NDP messages, and limits

on the number of neighbors per device [10].
While SEND offers strong protection, its
complexity and cost hinder widespread adoption.
SLLAAC Monitoring tools can also be used
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by administrators to detect abnormal changes
indicative of attacks.

Previous studies consistently report that these
types of attacks can be easily executed in local
networks without advanced protections like

RA Guard or SEND. These findings have been
demonstrated through security assesment [4],
vendor analyses [9], and experimental evaluations
[117],[12].

3. METODOLOGIJA I TESTNO
OKRUZENJE

3. METHODOLOGY AND TESTING
ENVIRONMENT

The testing environment consisted of two virtual
machines, one representing the attacker and the
other the victim, both configured within VMware
Workstation Player 17 [13] and running the
Ubuntu 20.04 LTS as the operating system [14].
Both virtual machines have a network interface
ens33, which was automatically assigned by

the Ubuntu operating system during installation
process. Usage of virtual machines enabled
controlled experimentation and isolation of

the test network. When setting up the virtual
machines, the NAT networking mode was used
only to provide an isolated virtual network in
which both virtual machines were within the
same Layer 2 broadcast domain. Figure 1 shows
network topology used in this experiment.

ens33 ens33]|

IPvé flooding

Attacker VM

IPv6 link-local address:
feB80::28c:29ff: fese:d7a0

Victim VM

IPv6o link-local address:
feB80::20c:29ff: felf:4271

Slika 1 Mrezna topologija eksperimentalnog okruzenja s
virtualnim strojevima napadaca i zrtve unutar iste Layer 2
mreze

Figure 1 Network topology of the experimental setup,
illustrating the attacker and victim virtual machines in the
same Layer 2 network

NAT gateway in this scenario does not participate
in [IPv6 SLAAC and does not generate RA
messages. This enables simulation of local IPv6
attacks without exposing external networks.
Figures 2 and 3 show the network interface
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configuration of the attacker’s and victim's
virtual machines, respectively, including the [Pv6
addresses assigned to their ens33 interfaces.

T,RUNNING,MULTICAST> mtu 1500

Slika 2 Ispis konfiguracije mreznog sucelja ens33 na
racunalu napadaca

Figure 2 Network configuration output for the ens33
interface on the attacker s computer

,RUNNING,MULTICAST> mtu 1500
© broadcast 192.16
en 64 id 0x20<l1

ens33: flags

Slika 3 Ispis konfiguracije mreznog sucelja ens33 na
racunalu Zrtve

Figure 3 Network configuration output for the ens33
interface on the victim's computer

The attacker's machine was equipped with

tools used for generating and analyzing IPv6
traffic. Scapy is an open-source Python library
for creating and manipulating network packets
[15]. In this experiment, Scapy was used to
create forged RA messages that were sent to the
victim’s interface. These messages simulated a
rogue router within the network. Scapy was also
used to generate a large number of NS messages.
Wireshark, a network protocol analyzer [16],
was used on both the attacker’s and victim’s
computers for capturing IPv6 traffic during

both attacks, providing a visual confirmation of
abnormal packet rates.

The Router Advertisement (RA) flooding attack
was the first simulated attack, carried out using
prewritten script based on the Scapy library, as
shown in Figure 4. The script generates forged RA
messages in which the attacker advertises itself as
a router in the local IPv6 network, by using a fake
IPv6 address (2001:db8::1) and spoofed source
MAC address (00:11:22:33:44:55). These RA
messages are sent to the [Pv6 all-nodes multicast
address (ff02::1) and packets are continuously
sent through the ens33 interface.
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ubuntu@ubuntu: ~

GNU nano 7.2
scapy.all *
scapy.layers.inet6

ra_attack.py
ICMPVEND_RA, IPv6, Ether

fake_router_ip =
src_mac =

ether = Ether(src=src_mac, dst=
ipv6é = IPv6(src=fake_router_ip, dst=
ra = ICMPV6ND_RA()

packet = ether / ipvé / ra

sendp(packet, iface= , loop=1, inter=0.1)

Slika 4 Skripta za pokretanje RA napada s virtualnog stroja
napadaca

Figure 4 Script for launching RA attack from attacker's VM

The Neighbor Solicitation (NS) flooding attack
was also carried out using prewritten script
based on the Scapy library, as shown in Figure

5. The script generates a high volume of NS
messages using a spoofed source [Pv6 address
(2001:db8::1234) and unicast [Pv6 address as a
target address (2001:db8::5678). Similar as in the
previous attack, a spoofed source MAC address
(00:11:22:33:44:55) is used and NS packets are
continuously sent through the ens33 interface.

ubuntu@ubuntu: ~

GNU nano 7.2
scapy.all &
scapy.layers.inet6

ns_flood.py
ICMPV6ND_NS, IPv6, Ether

fake _source_ip =
target_ip =

ether = Ether(src= , dst=
ipvé = IPv6(src=fake_source_ip, dst=target_ip)
ns = ICMPvEND_NS(tgt=target_ip)

packet = ether / ipvé / ns

loop=1, inter=0.01)

sendp(packet, iface= 2

Slika 5 Skripta za pokretanje NS napada s virtualnog stroja
napadaca

Figure 5 Script for launching NS attack from attacker's VM

4. REZULTATI 1 ANALIZA
4. RESULTS AND ANALYSIS

This section presents the results obtained from the
simulated RA and NS flooding attacks.

The goal of the RA flooding attack was to
overwhelm the victim with a large number of

RA messages with the purpose of disrupting the
normal router discovery process and creating
unstable routing conditions leading to tricking the
victim into accepting the fake router as legitimate.
During the experiment, Wireshark was used to
capture traffic on the victim’s machine during

the attack, providing a visual confirmation of
abnormal RA message rates (Figure 6).

Source Destination Protocol Length Info

2001:db8::1 ffe2::1 ICMPVE 76 Router Advertisement
2001:db8::1 ffe2::1 ICMPVE 70 Router Advertisement
2001:db8::1 ffe2::1 ICMPVE 78 Router Advertisement
2001:db8::1 fre2::1 ICMPVE 70 Router Advertisement
2001:db8: :1 ffe2::1 ICMPVE 78 Router Advert 3
2001:db8::1 ffez2::1 ICMPVE 70 Router Advert

2001:db8: :1 ffez::1 ICHPVE 70 Router Advert

2001:db8: :1 f1e2::1 ICMPVE 76 Router Advert

2001:db8: :1 f1e2::1 ICMPVE 76 Router Advert

2001:db8: :1 ffe2::1 ICMPVE 70 Router Advert
2001:db8: :1 ffo2::1 ICMPVE 70 Router Advertis
2001:db8: :1 ffo2::1 ICMPVE 70 Router Advertisement
2001:db8: :1 ffo2::1 ICHPVE 70 Router Advertisement
2001:db8::1 ffo2::1 ICMPVE 70 Router Advertisement
2001:db8: :1 ffe2::1 ICMPVE 70 Router Advertisement

n wire (566 bits), 70 bytes ca 33 33 00 00 01 00 @0 11 22 33 44 55 86 d
MSYS_33:44:55 (90:11:22:33:44:! 0 66 66 10 3a ff 20 @1 ©d b8 86 80 00 @
rsion 6, Src: 2001:db8::1, Dst 00 66 00 00 00 01 ff 62 00 60 060 80 00 @
sage Protocol v6 60 60 6O 00 60 01 86 80 45 e7 00 08 07 @

00 60 00 00 00 00
Slika 6 Wireshark — snimka prometa na racunalu zrtve koja
pokazuje neuobicajeno veliku koli¢inu RA poruka

Figure 6 Wireshark - captured traffic on victims computer
showing unusually high volume of RA messages

Impact on the network:

* The victim received a large number of forged
RA messages

* The continuous influx of RA messages
containing false network information indicates
unstable router behaviour and network
conditions that are not normal, suggesting the
presence of an attack

* In areal network environment with a legitimate
IPv6 router present, the RA flooding attack could
cause clients to prioritize the rogue router as a
default gateway, resulting in traffic redirection,
loss of connectivity, or man-in-the-middle
scenarios. Continuous reconfiguration may also
lead to temporary loss of default routes.

The second attack executed was the Neighbor
Solicitation (NS) flooding attack. The goal of
the NS flooding attack was to overwhelm a host
with a large number of NS messages, leading

to disruption of the usual behaviour expected
from the IPv6 NDP process and overloading
networking equipment and the victim’s machine.
During the experiment, Wireshark was used to
capture traffic on the victim’s machine during
the attack, providing a visual confirmation of
abnormal NS message rates (Figure 7).
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Source Destination

2001:db8::1234 2001:db8: :5678
2001:db8::1234 2001:db8: :5678
2001:db8: :1234 2001:db8: :5678
2601:db8::1234 2001 :db8: :5678

Protocol Length info

ICMPVE 78 Neighbor Solicitation
ICMPVE 78 Neighbor Solicitation
ICMPVE 78 Neighbor Solicitation
ICMPVE 78 Neighbor Solicitation

2001:db8::1234 2001:db8: :5678 ICMPVE 78 Neighbor Solicitation
2661:db8::1234 2601:db8: :5678 ICMPVE 78 Neighbor Solicitation
2001:db8::1234 2001:db8: :5678 ICMPVE 78 Neighbor Solicitation
2601:db8::1234 2001 :db8: :5678 ICMPVE 78 Neighbor Solicitation
2001:db8: :1234 2091 :db8: :5678 ICMPVE 78 Neighbor Solicitation
2001:db8::1234 2001:db8: :5678 ICMPVE 78 Neighbor Solicitation
2601:db8::1234 2001:db8: :5678 ICMPVE 78 Neighbor Solicitation
2001:db8: 11234 2001:db8: :5678 ICMPVE 78 Neighbor Solicitation
2001:db8: 11234 2001:db8: :5678 ICMPVE 78 Neighbor Solicitation
192.168.56.129 192.168.50.2 DNS 89 Standard query 8x4237
192.168.50.2 192.168.50.129 DNS 425 Standard query respons

1 wire (624 bits), 78 bytes cap
[MSYS_33:44:55 (00:11:22:33:44:!
srsion 6, Src: 2801:db8::1234, |
ssage Protocol vé

33 33 60 00 060 01 00 11 22 33 44 55 B6 ¢
00 00 00 18 3a ff 20 61 ©d b8 00 00 00 €
60 00 66 89 12 34 20 61 ©d b8 66 08 00 ¢
00 00 00 00 56 78 87 00 30 S5d 00 66 00 €
©6d b8 60 60 00 60 00 60 ©0 66 60 60 56 7

Slika 7 Wireshark - snimka prometa na racunalu Zrtve koja
pokazuje neuobicajeno veliku kolicinu NS poruka

Figure 7 Wireshark - captured traffic on victim's computer
showing unusually high volume of NS messages

Impact on the network:

* The victim machine received a large number
of NS requests, resulting in abnormal network
traffic conditions, observable at the network
interface

* The continuous influx of NS messages indicates
abnormal behaviour of Neighbour Discovery
mechanism and unstable network conditions,
suggesting the presence of the attack

* In the conducted experiment, the impact of the
NS flooding attack was observed as a increase in
ICMPvV6 traffic. In a real network environment,
if the targeted IPv6 address belonged to a
legitimate host, such behaviour would force that
host to continuously respond which would in
turn lead to exhaustion of the neighbour cache or
increased processing, causing denial-of-service
conditions on this targeted host.

Although different in execution, both attacks
shared a common goal—to destabilize the [Pv6
network and disrupt or degrade the victim’s
network communication. The RA flooding

attack focused on altering the victim’s network
configuration and routing logic, causing frequent
changes, whereas the NS flooding attack aimed to
exhaust neighbour table resources.

The simulation results indicate a potentially
significant impact of both attacks on the victim’s
system performance. Both attacks were executed
with minimal resources and without the need for
escalation of privilege, making them a serious
threat in unsecured network environments. The
results demonstrate that [Pv6 Neighbor Discovery
mechanisms can be exploited to generate
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abnormal network conditions in unsecured
environments, highlighting the need for additional
security mechanisms.

5. ZAKLJUCAK
5. CONCLUSION

[Pv6 introduces several improvements over

IPv4, including larger address space, support for
automatic configuration, and integrated support
for security such as IPsec. However, despite
offering more advanced features, it also introduces
new security consideration, especially in the local
network environment.

Security risks associated with Router
Advertisement attacks have demonstrated

that IPv6 networks using automatic address
configuration can be vulnerable to serious attacks.
RA flooding attacks can influence client behaviour
through the router discovery process, leading to
network destabilization.

The simulations conducted in this study
demonstrate the vulnerability of [Pv6 networks

to basic attacks exploiting weaknesses in the
Neighbor Discovery Protocol mechanisms. By
using forged Router Advertisement messages,

RA attacks can cause unauthorized changes in
network configurations, while NS flooding attacks
overwhelm the victim’s system resources by
generating large volumes of unnecessary Neighbor
Solicitation requests. Both attacks exploit the

fact that IPv6 does not provide authentication for
the source of such messages by default, enabling
attackers to successfully impersonate devices on
the network. The findings indicate the importance
of implementing additional non-default security
measures in IPv6 environments, such as RA Guard
(which filters unauthorized RA messages) and
Secure Neighbour Discovery (SEND), which uses
cryptographic signatures to validate messages.

This study confirms that using simple tools

can threaten the stability of IPv6 networks,
highlighting the need for a proactive approach in
designing and configuring IPv6 infrastructure to
mitigate security risks. The key to securing IPv6
networks lies in the correct application of security
technologies and standards, as well as proactive
monitoring of potential security threats.
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